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Introduction 
 
This is the second Annual Learning Outcomes Assessment Report and improvement plan 
for the Master of Science in Information Technology specializing in Cyber Security 
(MSIT). It follows on from the 2013-2014 academic year’s Learning Assessment Plan for 
the MSIT. The learning assessment plan called for the assessment of two GPLOs: 

• IT Applications (ITA) 
• IT Systems Theory and Practice (ITSTP) 

 
Please note that the assessment plan for the IT Systems Theory and Practice GPLO 
varies slightly from the 2013-2014 Learning Assessment Plan in that the instructors in 
the course used as the assessment point decided to use only 4 rubric indicators instead 
of the 5 specified in the plan. The total number of students indicated in the 2013-2014 
Learning Assessment Plan (24) was also reduced for the ITSTP GPLO to reflect actual 
registration in the course used as a data point at the time of data collection. 
 
GPLO Assessed 
 
GPLO: IT Applications 
Select	  and	  implement	  information	  technology	  solutions	  which	  are	  best	  suited	  to	  address	  the	  
challenges	  faced	  by	  an	  enterprise	  environment.	  
 
The	  rubric	  indicators	  (assessed	  on	  a	  1	  to	  4	  scale	  where	  3	  was	  satisfactory)	  were:	  

• Properly handle mobile phones and accompanying peripherals 
• Use file carving software to recover fragmented photographs from camera 

memory cards 
• Use iPhone backup software and open source tools to perform logical analysis 
• Use open source software to examine memory dump files acquired from Android 

phones 
 
Assessment Method & Point 
 
The data collection point used was the course CIT 538 Small Scale Digital Device 
Forensics offered to cohort 6 (in Abu Dhabi) and 7 (in Dubai) of the MSIT (n = 24) 
 
Target 
 
The target was that 80% of students should achieve a score of 3 or higher (on a 1 to 4 
scale) on all four rubric indicators. This target was selected because a high standard of 
achievement is expected for all students enrolled in Zayed University’s graduate 
program, with a minimum GPA of 3.0 required to graduate. An overwhelming majority 
(e.g. 80%) of students achieving at that level is therefore a desirable target. 
 
Findings & Analysis 
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Figure	  1	  Cohort	  6	  and	  Cohort	  7	  ITA	  Performance	  on	  All	  Indicators	  

	  

	  
Figure	  2	  Cohort	  6	  and	  7	  Combined	  ITA	  Performance	  on	  Each	  Indicator	  

 
As illustrated by Figure	  1 and Figure	  2, the performance target for the ITA GPLO of 80% 
achievement of a rubric score of 3 or 4 (Satisfactory or Above Satisfactory) on all 
indicators was met.  
 
 
Communication & Dissemination of Results 
The ITA GPLO learning assessment results were shared with faculty in summary form at 
an all-college meeting in the Winter Break, and were discussed in more detail at a 
learning assessment meeting to which all faculty were invited in the Spring 2015 
semester. The data will be revisited at the all-college meeting after the report back next 
academic year, when it will be considered alongside the ITSTP GPLO data. 
 
Actions & Follow up 
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Student performance on the ITA GPLO was satisfactory. This indicates the good quality 
of support available to students when they use specialized software and hardware in the 
laboratory, and is consistent with anecdotal reports that the MSIT program’s best 
advantage in the UAE market is its strong laboratory/practical focus. The College will 
continue to place an emphasis on providing up to date laboratory software and hardware 
to continue to provide students with an outstanding ITA learning experience. 
 
 
 
 
 
GPLO Assessed 
 
GPLO: IT Systems Theory and Practice 
Understand	  and	  articulate	  the	  different	  levels	  and	  aspects	  of	  information	  technology	  in	  the	  context	  
of	  an	  enterprise. 
 
The	  rubric	  indicators	  (assessed	  on	  a	  1	  to	  4	  scale	  where	  3	  was	  satisfactory)	  were:	  

• Conduct footprinting and network reconnaissance and document findings in a 
report 

• Conduct network scanning and search for existing vulnerabilities and document 
findings in a report 

• Perform network numeration and audits and document findings in a report 
• Apply hacking techniques to penetrate a system and document findings in  a 

report 
 
Assessment Method & Point 
 
The data collection point used was the course CIT 545 Penetration Testing and Advanced 
Hacking Techniques offered to cohort 6 (in Abu Dhabi) and 7 (in Dubai) of the MSIT (n = 
22) 
 
Target 
 
The target was that 80% of students should achieve a score of 3 or higher (on a 1 to 4 
scale) on all four rubric indicators. This target was selected because a high standard of 
achievement is expected for all students enrolled in Zayed University’s graduate 
program, with a minimum GPA of 3.0 required to graduate. An overwhelming majority 
(e.g. 80%) of students achieving at that level is therefore a desirable target. 
 
Findings & Analysis 
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Figure	  3	  Cohort	  6	  and	  7	  Combined	  ITSTP	  Performance	  on	  Each	  Indicator	  

 

	  
Figure	  4	  Cohort	  6	  and	  7	  Combined	  ITSTP	  Performance	  on	  All	  Indicators	  

 
As can be seen from Figure	  3 and Figure	  4, the target of 80% of students achieving 3 or 
higher (i.e. Satisfactory or Above Satisfactory) was not achieved. Figure	  3 illustrates that 
it was performance on the first indicator, “Conduct footprinting and network 
reconnaissance and document findings in a report” which was most deficient – only 
68.18% of students achieved a score of 3 (Satisfactory) or higher on the rubrics. 
 
Further analysis suggested that the reason for this deficiency may be related to 
cohort/campus. When students were broken down by cohort (Cohort 6 consisted of Abu 
Dhabi students, Cohort 7 were Dubai students), the results show that students in Dubai 
achieved their performance target of 80% of students achieving 3 or 4 on all four rubric 
indicators (Figure	  6), whereas students in Abu Dhabi overwhelmingly missed this target 
(Figure	  5). 
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Figure	  5	  Cohort	  6	  (Abu	  Dhabi	  Campus)	  ITSTP	  Performance	  on	  All	  Indicators	  

 

	  
Figure	  6	  Cohort	  7	  (Dubai	  Campus)	  ITSTP	  Performance	  on	  All	  Indicators	  

 
There may be several reasons for this performance disparity. Cohort 7 consisted of just 8 
students, and consequently had much more one-on-one time with faculty course 
instructors and lab assistants. Cohort 6 consisted of 14 students, which afforded 
students less one-on-one time with faculty course instructors and lab assistants. 
Teaching arrangements were also slightly different on both campuses during the CIT545 
course which was used as the data point for assessing this GPLO – in Abu Dhabi there 
were several issues raised by students about the preparedness of the lab assistant (who 
was an adjunct lab assistant new to the graduate program instead of one of the College’s 
staff members). The GPLO IT Systems Theory and Practice revolves around how 
theoretic concepts (such as those delivered in lectures) are applied to real life IT systems 
in practice, and the lab component is therefore a crucial part of learning. 
 
Communication & Dissemination of Results 
The completed student learning assessment rubrics were only submitted by the faculty 
involved in the CIT545 course at the end of April 2015, after which no further meetings 
of the entire college were held in the 2014/2015 academic year. The ITSTP GPLO 
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learning assessment data has therefore been placed on the agenda of the college 
meeting to be held after report back for the 2015/2016 academic year. 
 
Actions & Follow up 
 
The Graduate Program Director has worked with the Dean and Assistant Deans on each 
campus to ensure that the graduate program’s lab assistance requirements are filled by 
the College’s permanent lab staff, to avoid any possibility of the lab facilities and lab 
assistants themselves on either campus being poorly prepared for graduate classes. 
 
Further actions and follow-up will be taken after the discussion of these results with 
faculty at the all-college meeting after the report back date. 
 
 

Previous Follow up 

In the 2013/2014 Learning Assessment Report, the actions and follow ups for the GPLOs 
assessed in that report were: 

IT	  Investigation	  and	  Analysis	  
Research	  components	  of	  early	  courses	  in	  the	  standard	  MSIT	  progression	  should	  be	  enhanced	  to	  help	  
students	  build	  on	  their	  investigation	  and	  analytical	  skills.	  Specifically:	  

• CIT	  501	  Research	  Methods	  should	  be	  substantively	  redesigned	  with	  a	  greater	  focus	  on	  
experimental	  methods	  and	  on	  data	  analytics.	  

• A	  greater	  emphasis	  should	  be	  placed	  on	  novelty	  in	  assessment	  items	  in	  CIT	  505	  and	  CIT	  508,	  
courses	  which	  are	  “early”	  in	  the	  MSIT	  standard	  progression,	  to	  help	  students	  improve	  
performance	  on	  the	  “Analyzes	  problems	  and	  researches	  new	  solutions”	  indicator.	  

Update	  for	  2014/2015	  Academic	  Year	  
The	  redesigned	  CIT501	  course	  has	  been	  submitted	  alongside	  the	  redesigned	  MSIT	  program	  and	  has	  
been	  examined	  by	  the	  Graduate	  Standing	  Committee	  (first	  reading).	  It	  will	  come	  before	  the	  
Graduate	  Standing	  Committee	  again	  in	  Fall	  2015	  and	  will	  likely	  be	  offered	  in	  Spring	  2016.	  The	  
changes	  to	  CIT505	  and	  CIT508	  were	  more	  minor	  and	  were	  implemented	  by	  course	  instructors	  
without	  a	  need	  for	  curriculum	  review.	  

IT	  Management	  
The	  core	  MSIT	  curriculum	  should	  include	  a	  greater	  focus	  on	  management.	  A	  course	  about	  IT	  project	  
management	  could	  be	  considered	  for	  inclusion	  in	  the	  early	  MSIT	  curriculum,	  so	  that	  students	  closer	  
to	  graduation	  can	  apply	  these	  more	  general	  principles	  to	  specialized	  cases,	  like	  contingency	  planning	  
for	  information	  security	  management.	  

Update	  for	  2014/2015	  Academic	  Year	  
The	  redesigned	  curriculum	  includes	  a	  new	  proposed	  course,	  CIT	  507	  Enterprise	  IT	  Service	  
Management	  Foundations,	  which	  will	  be	  a	  core	  course	  for	  all	  students	  which	  will	  provide	  a	  greater	  
foundation	  in	  IT	  management	  for	  all	  students,	  through	  the	  prism	  of	  enterprise	  IT	  service	  
management.	  It	  was	  submitted	  alongside	  the	  rest	  of	  the	  redesigned	  MSIT	  program	  and	  was	  






