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Abstract. The approach of model-driven security enables highly promis-
ing capabilities regarding more reliable security implementations in Web-
Services-based business processes. However, the complexity of both the
WS-SecurityPolicy standard itself and the additional configuration needs
of common WS-SecurityPolicy application and enforcement frameworks
leads to a high number of configuration parameters. Hence, this paper
illustrates the inevitable need to take the actual enforcement framework
into account when setting up a WS-SecurityPolicy-enabled business pro-
cess using model-driven techniques.
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1 Introduction

The standards of the Web Services technology [16] provide detailed descrip-
tions for governing digital communication on a global level. Based on the core
communication level specifications like XML (eXtensible Markup Language),
SOAP, and WSDL (Web Services Description Language), a lot of additional,
non-functional properties of Web Services communications have been put into
standards of the WS-* family.

Among these, WS-Security [14] and WS-SecurityPolicy [12] are the major
specifications for definition and enforcement of security-related properties in Web
Services communication. Providing a large set of capabilities in terms of apply-
ing cryptography to SOAP messages, the WS-Security specification defines the
syntax of security elements in SOAP messages, whereas the WS-SecurityPolicy
specification enriches the common WSDL definitions with descriptions on what
parts of a Web Service communication are to be protected using what crypto-
graphic primitives (e.g. must be encrypted or digitally signed).

However, despite their standardization and broad set of capabilities, the over-
all use of these specifications still suffers some incisive issues. These are due to
several reasons, with the most important ones among them being the high degree
of complexity and missing experience in proper definition and configuration.

In this paper, we focus on the recently developed approach of using techniques
from model-driven software development for applying security to Web-Services-
based business processes (cf. e.g. [1,10,9,4, 11]). More precisely, we investigate



the core requirements and conditions of properly enforcing WS-SecurityPolicies
(generated by a model-driven security development toolset) for SOAP-based
communication.

The paper is organized as follows. The next section gives a brief overview on
recent approaches in model-driven security development. Section 3 presents a
set of issues around the definition, application, enforcement, configuration, and
management of WS-SecurityPolicies in service-oriented architectures (SOA), and
the paper then concludes with future research directions.

2 Previous and Related Work

The overall idea of the model-driven software development approach consists in
providing an abstract, typically graphical system model that can be designed by
human developers using appropriate modeling tools (e.g. the ARIS SOA Archi-
tect [8]). Once the graphical model is specified, it is automatically transformed
into its machine-readable pendant for execution, or it is taken as input for addi-
tional high-level verification and validation analyses (e.g. privacy audits). This
approach is broadly used for the development of (SOA-based) business processes
(see e.g. [15]), and was lately adapted for the task of embedding security mech-
anisms. Two examples of this approach are described next.

2.1 MDS4WS

Focussing on access control as the premier security aspect, the MDS4WS ap-
proach of Alam et al. [1-3] was the first approach to model-driven security for
the Web Services domain. That approach addressed the model-based descrip-
tion and generation of XACML files [13] for defining the complex settings of a
role-based access control enforcement framework. However, that approach did
not address any means of applying security properties like confidentiality or
integrity to SOAP messages.

2.2 ARIS Extension

The second approach, described in [10], focusses on proper usage of crypto-
graphic primitives like encryption and digital signatures for the special case of
Web-Services-based business processes. Hence, the outcome of the graphical se-
curity model transformation obviously consists in a set of WS-SecurityPolicy
documents. Each of these corresponds to a certain WSDL description of the
Web-Services-based business process itself (which is also generated automati-
cally from the graphical business process model). However, though these WS-
SecurityPolicy documents contain all basic information necessary for a proper
application and enforcement of cryptography-based security in the business pro-
cess communication, they still have to be applied to outgoing SOAP messages
and enforced for incoming SOAP messages at runtime. Hence, it is necessary
to have a closer look at how these enforcement modules work, how far they are



developed by today, and to what extent their special needs and capabilities must
be considered in the security model and transformation process.

3 Security Modeling for SOAs

The specific characteristics and requirements of the common WS-SecurityPolicy
application and enforcement implementations pose a set of troubles to all tech-
nology adopters that want to use WS-SecurityPolicy in a correct and reliable way
within their applications and software products. Thus, it is necessary to inves-
tigate the general settings of WS-SecurityPolicy adaptation, the commonalities
of the implementation requirements, and the derivations for a model-driven se-
curity development process for these.

3.1 WS-SecurityPolicy Usage Scenario
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Fig. 1. WS-SecurityPolicy usage scenario

Figure 1 shows a common example of a WS-SecurityPolicy-enhanced Web
Service communication. At design time, the client requests the WSDL docu-
ment in order to determine the particular Web Service operation he intends
to use. Along with that, the client additionally receives the WS-SecurityPolicy



document, determines the contained security assertions, and applies the speci-
fied encryptions, digital signatures, and other operations on its outgoing SOAP
request message. Then, the request message is sent to the server, which imme-
diately has to verify the proper and sufficient application of the cryptographic
primitives, i.e. has to enforce the correct use of the WS-SecurityPolicy. This step
is required, as a Web Service server cannot determine the origin of a SOAP re-
quest message immediately, hence has to protect itself from unsecured SOAP re-
quests sent by malicious clients, e.g. on the Internet. Once the WS-SecurityPolicy
enforcement is done, a valid SOAP request message is processed by the Web Ser-
vice server. If the particular operation happens to have a result, an appropriate
SOAP response message is created, which is to be sent back to the invoking
client. Therefor it must first be processed according to the WS-SecurityPolicy
for outgoing SOAP messages at the server side. Then, in the same manner as
described before, the response message is validated for properly fulfilling the
assertions of the WS-SecurityPolicy at the client side, before it is processed by
the client side application logic.

3.2 Definition of WS-SecurityPolicies

One of the most challenging issues with the WS-SecurityPolicy-based security en-
forcement architecture consists in the proper definition of the WS-SecurityPolicy
assertions. As such assertions can target all of a Web Service’s endpoints, op-
erations, or even single messages (e.g. requiring encryption just for the request,
keeping the response unencrypted), the level of what a security assertion refers
to is one of the most important characteristics of WS-SecurityPolicy design. If
a Web Service endpoint has three operations, each consisting of request and re-
sponse message, the same overall requirement (e.g. “encrypt the SOAP body”)
can be expressed in many different ways. It can be defined once only for the
endpoint itself, thus automatically applying to all messages in all operations.
Alternatively, it may be specified for each and every single message, here result-
ing in 6 single assertions of identical characteristics but different WSDL message
references.

For the specific use of WS-SecurityPolicy as output to a security model trans-
formation, it would be a valid approach to have all security assertions be attached
to the particular SOAP messages only. The resulting WS-SecurityPolicy would
cause the very same enforcement characteristics, but it would be much bigger
and thus much more complex to apply and enforce correctly. Hence, it is nec-
essary to post-process the outcome of such a security model transformation of
a model-driven security tool in a way that best-possibly supports the runtime
application and enforcement implementations.

3.3 Application and Enforcement

In the very same line as the design of a WS-SecurityPolicy document impacts
its enforcement’s complexity and thus performance, the application and enforce-
ment implementations themselves are highly critical parts of the overall security



architecture. Though both application and enforcement components rely on the
very same WS-SecurityPolicy document as input, their internal processes and
requirements differ completely.

On the WS-SecurityPolicy application side, a given WS-SecurityPolicy doc-
ument can easily be transformed into a normalized representation, then into
an appropriate automaton for processing SOAP messages that pass by (cf. [7]).
Hence, on security assertion application side it is sufficient to identify one valid
configuration out of the set of configurations allowed by the WS-SecurityPolicy,
and apply that configuration to all outgoing SOAP messages. Nevertheless, the
choice of optimization criteria for determining the best among a set of allowed
configurations is one example of a security policy application configuration pa-
rameter.

On the WS-SecurityPolicy enforcement side however, the implementation
must be more flexible. Even though it most likely will be confronted with SOAP
messages that originate from a few client implementations only, thus having the
very same security policy application used repeatedly, the enforcement imple-
mentation nevertheless has to allow all configurations that are validly fulfilling
the given WS-SecurityPolicy. Hence, the task of building an appropriate verifi-
cation automaton is way more complex (cf. [6]). Additionally, reality has shown
that commonly used WS-SecurityPolicy enforcement implementations pose some
restrictions to incoming SOAP messages on their own, which in some cases even
are not, described in the WS-SecurityPolicy document nor elsewhere. These are
only due to some developer’s configurational choice, but are not proclaimed vis-
ibly to the Web Service clients. For example, the order of a digital signature
header element and a timestamp header element within a SOAP header is not
restricted by any XML Schema nor WSDL nor WS-SecurityPolicy documents.
Nevertheless, for a long time the commonly used WS-Security framework called
Apache Rampart [5] is likely to drop a SOAP request as faulty if that order
is considered incorrect. Another example consists in that common .NET Web
Services are not capable of receiving SOAP messages beyond a (configurable)
message size (in bytes). Though this is a common type of restriction, the actual
value of this size limitation again is not contained in any of the Web Service’s
descriptions.

Thus, in order to enable an optimal yet flexible WS-SecurityPolicy enforce-
ment implementation, a considerable approach consists in using the very same
implementation provider for both application and enforcement side, and deac-
tivate other configurations if the scenario’s settings do not require additional
external clients (which is a very common setting for business process realiza-
tions). Otherwise, a more flexible enforcement implementation must be used,
allowing more deviations in WS-SecurityPolicy fulfillment to the cost of higher
computational needs. This again must be considered at the business process
design level, hence it must be included in the high-level security model.



3.4 Configuration and Management

In order to express such implementation-specific parameters of WS-SecurityPolicy
application and enforcment, each such implementation must be extended with an
implementation-specific security policy deployment descriptor (SPDD) to medi-
ate between the WS-SecurityPolicy specification itself and the corresponding im-
plementations. This is a very common approach for setting up non-secured Web
Services already; these implementations are always accompanied with a general
deployment descriptor that contains all implementation-specific parameters that
are not part of the Web Services descriptions themselves. Hence, the SPDD can
be seen as an extension to the common deployment descriptor, just for express-
ing the specific parameters and configurations of the used WS-SecurityPolicy
framework.

However, the approach of using an explicit SPDD is only useful if it can
be created or processed automatically. The task of processing its contents is a
framework-specific one, hence each framework has to implement an appropriate
deployment configurator reading SPDDs on its own. The SPDD generation pro-
cess, however, can be supported by the model-driven approach described earlier.
For instance, the security modeling toolset can be extended with a choice for
a certain target framework (e.g. Apache Rampart or .NET), and generate its
appropriate SPDD along with the (generic) WS-SecurityPolicy document. Later
on, if the framework changes (e.g. due to becoming a performance bottleneck),
the security model can be adapted pretty easily: the WS-SecurityPolicies remain
identical (as they only contain general information relevant to all existing frame-
works), and only the SPDD must be re-generated for the new target framework.

Using such an approach of a general WS-SecurityPolicy document in con-
junction with a framework-specific SPDD, the overall task of setting up a proper
security policy for complex Web Service compositions can be supported by far,
reducing the risk of accidental misconfigurations that cause vulnerabilities.

4 Conclusion and Future Work

Based upon previous work in the field of Model-Driven Security for Web-Service-
based business processes, we have illustrated the issues of adapting the WS-
SecurityPolicy specification in terms of definition, application, enforcement, con-
figuration, and management. We have shown that the model-driven security ap-
proach can be used to support all of these issues, and we have stressed the need
for an explicit security policy deployment descriptor that mediates between a
general WS-SecurityPolicy document and its real-world enforcement framework.

Actual work in progress consists in defining an XML Schema for such an
SPDD, taking some experimental SPDDs we manually crafted for widespread
WS-SecurityPolicy frameworks as input. Once this prerequisite is addressed,
the existing model-driven security toolset is to be extended with the SPDD
capabilities.
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